Your Trusted Partner for Cyber
Security Services

With years of robust compliance and certification experience with government and commercial standards requirements
including the Federal Risk and Authorization Management Program (FedRAMP), Payment Card Industry (PCl), Federal
Information Security Management Act (FISMA) and the National Institute of Standards & Technology (NIST)/Risk Management
Framework (RMF), Kratos is viewed as a trusted compliance and governance partner by the Department of Defense (DoD),
Federal Civilian Agencies, Intelligence Community (IC), and commercial organizations.

Kratos cybersecurity services include Compliance, Governance, Risk Management & Strategy and Cyber: Operations, Defense,
& Engineering services.

Unlike other providers, Kratos’ cybersecurity professionals are cross trained in advisory and assessment services giving them
a greater understanding of how both components work in the process for a seamless transition.

Compliance Services

With so many cloud initiatives in place or in the process of being adopted, it is critical to effectively manage inventory and
security controls across an organization. Kratos has extensive cloud security experience having supported Amazon Web
Services (AWS), Cisco, and Microsoft among others.

FedRAMP

As one of the first organizations to be accredited as a FedRAMP Third
Party AssessmentQOrganization (3PAO),Kratosprovidescomprehensive
solutions, including compliance, continuous monitoring, cloud
security, and risk management for public, private, community, and
hybrid cloud service offerings, including: Infrastructure as a Service
(IaaS), Platform as a Service (Paa$S), and Software as a Service (SaaS).

CMMC Certification

CMMC, A certification procedure developed by the Department
of Defense (DoD), is a unified cybersecurity standard designed
to mitigate concerns about the widespread exfiltration of Federal Contract Information (FCI) and Controlled Unclassified
Information (CUI) from the massive Defense Industrial Base (DIB), particularly at the lower and middle levels of the supply
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chain. As one of the largest Third Party Assessment Organizations (3PAO),
Kratos is expanding its advisory, assessment and engineering capabilities
to incorporate the CMMC credentialing process and be ready to address
the recently defined CMMC requirements as soon as they appear in RFPs.

Governance, Risk Management, Strategy & Engineering
Kratos serves as a trusted advisor, supporting commercial companies and
agenciesthroughafull life cycle of system design, controlimplementation,
and risk management processes. Among Kratos’ services are:
« Cloud Security Strategy - to establish oversight and risk management
- Security Program Management - support the development and
operation of proactive cybersecurity programs
« Continuous Assessment and Monitoring - align your organization’s strategy with industry best practices
« Policy & Procedure Development & Management —policies that reflect security goals, meet compliance requirements, and
provide on-going management
« Enterprise Security Architecture —sound and practical information security to support the deployment and maintenance
of secure systems and applications, including cloud systems
« FISMA Readiness — Kratos customers can assess their security program and degree of FISMA compliance ahead of annual
reporting requirements.
+ Incident Response Capability — help develop an initial incident response capability, tune an existing capability, or
supplement existing incident response teams with targeted security expertise

Cyber: Operations, Defense, & Engineering and Audit

Kratos services help to mitigate risk by assuring that internal systems and information are secure. As part of the testing
Kratos delivers a report that summarizes a clear set of findings and ;
recommendations for improvement, with an emphasis on actionable
breach prevention. Kratos technical testing, includes:

- Penetration Testing —help protect vital business data from future
cybersecurity attacks, including social engineering and insider
threat testing and analysis. Kratos penetration testing methodology
helps identify vulnerabilities and suggests countermeasures to
reduce the system'’s overall risk.

« Automated Continuous Monitoring Services — accurate and
automated processing of vulnerability scan file analysis and
Plan of Action & Milestones (POA&M) maintenance for Cloud Service
Providers (CSPs)

« Vulnerability Assessments — help define, identify, classify, and prioritize vulnerabilities in computer and network
infrastructures, allowing an organization to put preventative measures in place to mitigate the threats

« Application Security Testing —improve the security of an application, often by identifying, fixing, and preventing security
vulnerabilities

When you need a trusted partner for your cybersecurity services Kratos offers a team of professionals, each with a minimum
average of 10 years’ experience and multiple certifications. Over the past twenty-five years we have helped organizations
acheive their security goals by deploying experienced security experts to resolve all your cybersecurity and compliance related
needs in a timely and cost effective manner.acheive their security goals by satisfying all your cybersecurity and compliance
related needs in a timely and cost effective manner.
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